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1 e Acceptable Use of Electronic Information Resources

Purpose:

This policy establishes the guidelines for utilizing electronic information resources at
CSJM University in Kanpur.

Applies to:

This policy is relevant to all departments of CSJM University, and it applies to faculty, staff,
students, official university affiliates, and any other individuals who utilize either
University electronic information resources or private electronic information resources for
the purpose of conducting University business.

Policy Statement:

Introduction

In order to support its mission of education, research, and public service, CSJM University
in Kanpur offers electronic information resources to its faculty, staff, students, official
university affiliates, and other individuals. These resources include e-books, online
databases, e-journals, and other digital content.

The University recognizes the importance of creating an inclusive and open academic
community that values civil discourse, tolerance, and respect for all individuals. To uphold
these values, the University expects that the use of electronic information resources should
align with these same expectations. It is important to ensure that these resources are
utilized in a responsible manner that reflects the University's commitment to promoting a
diverse and inclusive environment for all members of the academic community.

Responsibilities of Users

Users of electronic information resources are expected to adhere to a set of responsibilities
to ensure ethical and lawful use of the resources. These responsibilities include:

» Using electronic information resources in a manner consistent with the requirements
of the University, maintaining their integrity and respecting their intended use, as
well as the privacy, confidentiality, and security of the information.
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e Not sharing access privileges with others or attempting to gain unauthorized access
to secured information resources.

e Using University resources to conduct University business and disclosing any
University-related information or records in personal or private email accounts or
electronic devices if requested under the CSIJMU Open Records Act or other
University needs.

e Not attempting to circumvent login procedures or gain unauthorized access, which
may be a crime under federal, state or local law.

e Using electronic information resources in a manner that does not interfere with,
compromise, or harm the performance, functionality, or integrity of the University's
electronic information resources, including adherence to University standards
regarding software updates and protections, data handling, and other policies and
procedures.

¢ Respecting network capacity as a shared resource and not performing operations
that degrade network performance for other users, including not engaging in
activities that infringe on the rights and/or productivity of other users.

¢ Respecting the rights of copyright owners and obtaining permission from owners
before using or copying protected material, including music, movies, software,
documents, images, or multimedia objects, and not engaging in systematic or
excessive downloading or printing of content.

* Using electronic information resources for incidental personal use as long as it does
not interfere with University operations, violate University or Regents policies, create
an inappropriate atmosphere for employees, generate incremental identifiable costs
to the University, and/or negatively impact the user's job performance.

e Obtaining written approval before using University resources for external activities,
with permission granted only when it further the mission of the institution, and
making arrangements for reimbursement of the University for Institutional
Materials, facilities, or services used in the external activity.

* Not using electronic information resources for commercial purposes, personal
financial gain, or to solicit support for outside organizations not authorized to use
University facilities.

¢ Using electronic resources to exchange ideas and opinions, including political issues,
but not using University electronic resources to support partisan political
candidates, party fundraising, or causes.

Not representing oneself as someone else without previous written authorization.

e Not engaging in any conduct not protected by the First Amendment, including true
threats, incitement to imminent violence, fighting words, and unlawful, targeted
harassment, or deliberately destructive behaviour.

Responsibilities of the University

The CSJM University recognizes that its electronic information resources are state-owned
and therefore has the responsibility to ensure that they are used appropriately. While the
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University values trust and respect among its community members and generally does not
monitor individual users' routine use of electronic resources, it must still monitor these
systems for misuse. As a result, the confidentiality, privacy, or security of data, email, or
other information transmitted or stored on the University's electronic information
resources cannot be guaranteed. If University officials suspect that a user may be violating
University or Regents policies, federal, state, or local law, or engaging in activities that
conflict with their University responsibilities, the system administrators may inspect and
record the files of that user, including word processing equipment, personal computers,
workstations, mainframes, minicomputers, and associated peripherals and software.

Reporting Irresponsible Use of Electronic Information Resources

It is important for users and units to report any unauthorized access attempts or improper
usage of CSUMU information resources. The Computer Incident Response Team (CIRT), led
by the CSUMU System Manager, is responsible for identifying and responding to incidents,
and working with departmental technical liaisons to ensure effective response time and
communication.

If you observe or are informed of a security or abuse problem with any University
information resource, including violations of this policy, it is important to report it to the
authorities. The CIRT is responsible for coordinating evidence gathering and
documentation, and seeking advice from representatives from the Vice-Chancellor and Vice
Chancellor’s Office, and others as required by the particular incident.

Any apparent violations of IT policy will be reported to the Vice-Chancellor for disposition
according to standard procedures and University policies on violation of policy. It is
important for all users and units to understand their responsibilities and obligations
regarding the use of CSJMU information resources to maintain a secure and trustworthy
computing environment.

Freedom of Expression Acknowledgment

This statement emphasizes that the policies and rules mentioned in the preceding sections
of this document are not intended to violate any Indian laws or regulations regarding
freedom of speech or expression. The policy also ensures that it does not discourage
individuals from hearing diverse perspectives and opinions, as long as they are within the
confines of the law. Additionally, any regulation or restriction of protected speech or
expression will be content-neutral and limited to narrowly drawn time, place, and manner
restrictions consistent with the Indian Constitution's principles. The policy seeks to strike
a balance between maintaining the University's intellectual environment and protecting
individuals' freedom of expression.
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2 e Electronic Mail Policy

Purpose:
To define appropriate use of electronic mail in the University.

Applies to:

This policy applies to faculty, staff, students, official university affiliates, and any other
individuals who use University electronic mail.

Policy Statement

CSJMU provides electronic mail services to its students, faculty, staff, and affiliates for
activities relating to instruction, research, clinical and public service, management, and
administrative support. Incidental personal use is also permitted as long as it does not
interfere with CSJMU operations, generate incremental costs, or negatively impact job
performance. However, CSJMU email cannot be used for commercial purposes, personal
financial gain, distributing chain mail, or supporting outside organizations without written
approval from the Vice-Chancellor or Vice-Chancellor nominee. Political use of CSJMU
email is also prohibited.

While the University does not routinely monitor or screen email, complete confidentiality
or privacy cannot be guaranteed due to the nature of the medium and the University's
accountability as a public institution. The Vice-Chancellor or Vice-Chancellor nominee
may authorize access to employee or student email in situations involving health or safety,
possible violations of University codes or policies, possible violations of laws, legal
responsibilities or obligations of the University, or the need to locate information required
for University business.

It is the responsibility of faculty, staff, and students to ensure that their email address on
file with the University is accurate and up-to-date. If a faculty or staff member changes his
or her email address, the individual must update his or her contact information in the
University directory. If a student changes his or her email address, he or she must update
his or her contact information through the Office of the Registrar.

The University is not responsible for delays or failures in the delivery of email
communications due to technical problems or failures outside of its control. Users should
take appropriate measures to protect the confidentiality, integrity, and availability of their
email accounts and the information contained therein. This includes taking appropriate
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measures to protect their account passwords, not sharing passwords with others, and
using encryption when necessary.

The CSJMU email system can be utilized for surveying students, faculty, and staff
members. If someone wishes to conduct surveys through email, they should contact the
Office of the Vice-Chancellor for approval. It's essential to note that CSJMU email accounts
are owned by the University, and they will be deactivated upon graduation or separation
from the institution.
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3 e Password Policy

Purpose:

This policy aims to set a benchmark for generating robust passwords, safeguarding those
passwords, and establishing guidelines for the frequency of password updates.

Applies to:

The scope of this policy includes:

1. All personnel who are responsible for an account (or any form of access that supports
or requires a password) on any system that resides at any CSIJMU facility;

2. All individuals who have access to the CSJM University network; and

3. All systems that store any non-public CSJMU information.

Policy Statement:

Passwords play a crucial role in computer security, serving as a crucial defence mechanism
against unauthorized access to electronic resources. They aid the University in controlling
inappropriate or unauthorized access to various network resources such as user-level
accounts, web accounts, email accounts, screen saver protection, and local router logins.
It is vital to note that a poorly selected password may lead to the compromise of University
data, systems, or the network. As a result, all CSUMU students, faculty, and staff have a
responsibility to adhere to the guidelines provided below to select strong passwords and
protect them. Contractors and vendors with access to University systems must also comply
with these requirements.

Creation of Passwords

Users of University systems must adhere to the following standards when creating
passwords, where technology allows:

¢ Your password must be 8 to 32 characters long and must contain:
e At least one special character (&,#,-,_, etc.)

At least one uppercase letter

At least one lowercase letter

At least one digit (0-9)

e e o

These provisions shall be enforced electronically whenever possible.
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Protecting a Password

e Passwords must be treated as confidential information.
e Passwords must not be included in email messages or other forms of electronic
communication.

Sharing a Password

e CSJMU Online IDs are issued to individuals for their exclusive use, and passwords
may not be shared.

e Departmental account passwords must be shared only with appropriately designated
departmental personnel.

e Users need to beware of “phishing” or other social engineering scams where a user
may have a password requested over the phone. University information technology
personnel (i.e., Computer Center, Departmental Technical Staff), as a best practice,
do not request a user’s password over the phone.

Reporting a Password Compromise

¢ Suspected compromises of passwords must be reported immediately to the CSJMU
Computer Center.
¢ The password in question must be changed immediately.

Consequences:

Failure by faculty, staff, and student employees to comply with this University policy may
result in disciplinary action for misconduct and/or performance, following the appropriate
administrative process related to their employment. In the case of students, violations of
this policy may result in non-academic misconduct proceedings based on their status as a
student. Any individuals, including faculty, staff, student employees, and students, found
to be in violation of this policy may also be subjected to the suspension of particular
information technology services.

10
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e Data Center and Server Room Policy

Purpose:

The objective of this Policy is to establish the essential criteria for creating, deploying,

safeguarding, supervising, maintaining, securing, and decommissioning a server room or
data centre at CSJM University in Kanpur. It pertains to all employees (including faculty
and staff), students of CSJM University, Kanpur, and other individuals covered by the
policy (such as vendors and independent contractors) who use University technology
resources while conducting University business.

List of Equipments available in the Data Centre:

The data centre is established at the ground floor of the Computer Center of the University. The room is

having Genset power backup and UPS backup (180 minutes).

Smart Rack:

All the equipments of data center are kept in a smart rack (Make: RITTAL) of size 2x42U. This rack is equipped
with an automatic firefighting system, access control system (i.e. only authorized users through biometric
authentication can access the system) and a redundant cooling system. The equipments installed in the rack
are as follows:

Firewall:

The data center is protected through firewall system (Sophos XGS 5500 with 03 Years Xstream Protection)
to prevent external threats and attacks. This firewall is also used for the safety of campus network.

Switches:
Name of Switch Make Model Qty

SAN Switch 12 Ports CISCO DSC91488-12PK9 1
IP Based KVM Switch with LCD Console ATEN CL57161 1
Layer-3 Core Switch 48 Ports CISCO CISCO-L3C-C9500-48Y4CA 2
Layer-3 Distribution Switch 48 Ports CISCO CISCO-L3D-C9500-48Y4CA 2
Layer 3 — Access Switch 24 Ports CISCO CISCO-L3A-C9300-24UXBA !

11
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Servers:

High Compute Server
DELL EMC PowerEdge R6525
2xAMD, CISC(X86), 32 Core, 256 GB RAM

High Performance Server
DELL DELL EMC PowerEdge R6525 2

2xAMD, CISC(X86), 16 Core, 512 GB RAM

Further, the data center have 192 cores windows server licences (paper) and 3 RadHat Enterprise Edition
Licences.

Unified Storage:
The data center is equipped with a unified storage system (make DELL EMC) with 200TB of usable space.

Endpoint Detection and Response (EDR) Software:

The data center is equipped with Central Intercept X Advanced for Server (10 Licenses) with EDR for the
protection of servers.

Data Classification and Handling Procedures:
A. Determine How Much Protection your Information Needs

The degree and form of protection to be implemented for your data are determined by an evaluation
of the necessity for confidentiality and/or the criticality of the information. The following table
provides an overview of this procedure.

How would you describe your information?

Is it Sensitive?
Is there a medium need for Integrity?
Is there a medium need for Avatlab1hty7

Level 11

Proctiii BE VERY CAUTIOUS

Level I - Confidential Information: High risk of significant financial loss, legal liability, public distrust or
harm if this data is disclosed. Examples include:
1. Health information
2. Student information including grades, exams, rosters, official correspondence, financial aid,
scholarship records, etc.
3. Financial information

12
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Credit or payment card standards

Passwords and PINs

Personally Identifiable Information

Personnel data

Individually identifiable information created and collected by research projects
Certain research data with National Security implications

10. Data subject to protection pursuant to non-disclosure agreements

11. Audit working papers

12. Email covering topics listed above

4.
B
6.
7.
8.
9.

Level 1I - Sensitive Information: Moderate requirement for Confidentiality and/or moderate or limited risk
of financial loss, legal liability, and public distrust, or harm if this data is disclosed. Examples include:
Audit reports

1. Email addresses that are not a public record

2. Other grants and contracts (not included above)

3. System security information such as firewall rules and hardening procedures

Level III - Public Information: Low requirement for Confidentiality [information is public] and/or low or
insignificant risk of financial loss, legal liability, public distrust or harm if this data is disclosed. Examples

include:
1. University directory information
2. Blogs
3. Web pages
4. Course offerings
5. Annual reports, etc.

B. Collect Only What is Necessary

Level | Level 11 Level 11l

A. Collect only the minimum required amount of data to fulfill

Required  Required Required

institutional responsibilities.

B. Collect Social Security Numbers only as required to achieve necessary ) Not

S Required : Not Applicable

institutional purpose. Applicable

C. Retain full credit card numbers (electronically or on paper), only if S Not R
’ i equire

written approval has been obtained from Finance Officer. 9 Applicable R

13



C. Provide Minimum Necessary Access

A. Limit access to information to those with a legitimate interest (“need
to know” or “need to do”) based on their institutional responsibilities.

B. Access or attempt to access only information required to fulfill your
institutional responsibilities.

C. DO NOT log in for other people who are trying to access the computer
system, e-mail system or other device. Never use anyone else’s login
information.

E. Use an authentication process to control access to non-public file
systems.

Authentication means individuals attempting to gain access
must have been previously approved for access and must prove
their identity for each requested access by entering their user
name and password or using another approved method of
identification.

F. Ensure all vendor access has been approved by the IT Security Office.

G. Track and review who has gained access by recording ALL access in a
system log. At a minimum, successful and failed login events, successful
and failed account management events, and successful and failed policy
and system events should be logged. (The logs should be stored in a way
that precludes system administrators from altering/deleting them. The
logs will be reviewed for anomalies monthly.)

H. Information must be protected from unintended access by

unauthorized users.

Guard against unauthorized viewing of such information
displayed on your computer screen, keyboard, or login screen.
Do not leave information unattended and accessible.

Do not leave keys or access badges for rooms or file cabinets
containing information in areas accessible to unauthorized
personnel.

When printing, photocopying or faxing information, ensure that
only authorized personnel will be able to see the output. If these
machines retain the last document or several documents in
memory, be sure to clear the memory after sensitive documents

Level |

Required

Required

Required

Required

Required

Required

Required

Required

Information

Technologg

Level Il

Required

Required

Required

Required

Required

Required

Recommended

Required

14
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Level I

Required

Required

Required

Recommended

Not Applicable

Required

Recommended

Recommended
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have been processed. Use a fax cover sheet with a confidentiality
statement.

I, Respect the confidentiality and privacy of individuals whose records are
accessed by observing ethical restrictions that apply to the information
accessed and by abiding by all applicable laws and policies with respect
to accessing, using, or disclosing information. At a minimum:

Ensure Confidentiality Agreements are signed by staff with [ERAGELLE Required Required

access to those systems storing and/or processing Sensitive
Information.

Use an approved login banner on services that support it in order
to inform users of their rights and responsibilities.

J. Revoke or modify access rights and privileges to information for any
individual with new or different responsibilities.
e This may include obtaining keys, deactivating user accounts, Required Required Not Applicable
changing the level of network access, changing codes for key
punch systems, or deactivating passwords used to obtain access.

K. Establish a periodic review (at a minimum quarterly) of user accounts
including the related access rights and privileges for employees in your
unit and modify those rights when appropriate. Required Required Not Applicable
¢ Maintaining a current list of employees and their corresponding
_access rights is one way to facilitate the review process.

L. Restrict servers to a single primary function. .
glep Y ; Required Recommended Recommended

M. Disable or remove unused services, applications, ports, and user
accounts. Required  Recommended Recommended

N. Physically secure access to operating systems, servers, and ‘network
equipment by placing them in areas that allow access to be restricted. Required Required Recommended

0. Secure portable devicieiﬁiéir;dir;)rtablé media devices when unattended
(e.g., laptop, PDA, smartphone, etc., and CD’s, DVD’s, floppy disks,

Required Required Recommended

USB/Flash/Thumb drives, etc.).
P. Secure backup media from unauthorized physical access. .

P g WICEIRE pr Required Required Recommended
Q. Ensure system setup is done in an environment that is only accessible
to authorized administrators. Required Required Recommended
R. All systems shall use oTﬂy theil;éibﬁ\;—CSJM‘U;Ebroved network and
system login banner:
“Access to electronic resources at the University of CSIMU is restricted to Required Required Recommended

employees, students, or individuals authorized by the University or its

affiliates. Use of this system is subject to all policies and procedures set

15



forth by the University. Unauthorized use is prohibited and may result in
administrative or legal action. The University may monitor the use of this
system for purposes related to security management, system operations,
and intellectual property compliance.”

D. Disclose Only the Minimum Necessary Information

A. Do not discuss or display information in an environment where it may
be viewed or overheard by unauthorized individuals.

B. Limit a disclosure to the amount of information reasonably necessary
to achieve the purpose of the disclosure.

C. Disclose information OW when rigé_ssarv and only to the extent that
such disclosure is consistent with University policy and permitted or
required by law.

D. Ensure the Office of the General Counsel reviews all subpoenas, search
warrants, or other court orders prior to release of information.

E. Refer requests for information from media representatives (i.e.,
reporters, TV news crews, etc.) to the Office of University Relations.

F. Report immediately anyrﬁotential or suspected breach or compromise

of, or unauthorized / unexplained access to University information
(electronic or paper) to the system manager.

Level |

Required

Required

Required

Required

Required

Required

Level Il

Required

Required

Required

Required

Required

Required

Information
Technologq
Policg

Level Il

Recommended

Required

Recommended

Required

Required

Required

| 16
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E. Safeguard Information in Transit
Level | Level i Level 1l

A. Use secure methods of transmission when sending any Private,
Confidential, or Sensitive data.

e Secure methods include, but are not limited to:
Encryption (i.e., at least Triple DES or AES; use AES-256
when possible),
Virtual private network (VPN), Required Required Recommended
Secure Shell (HTTPS),
Secure FTP (SFTP),
Encrypted and password protected CDs separated from
passwords (phoned in) and/or the decryption keys
(hand carried),
Facsimile transmission to secure faxes, etc.

B. Encrypt email when sending Private, Confidential, or Sensitive
information, even to other authorized users. The encryption method and
key storage method must be approved by IT Security.

Examples of information that should not be sent by email (unless
encrypted) include, but are not limited to:

Required Required Recommended
Student lists,

Data subject to the Health Insurance Portability and

Accountability Act (HIPAA),

Data subject to the Gramm-Leach Bliley Act (GLBA), or
Use a confidentiality statement at the beginning or end of e-
mails to notify the recipient of confidential content.

C. Send faxes only when the intended recipient is present.

D LR W T i [ L E L AT £ L S T R - - UG N M-S Required  Required  Recommended
mails to notify the recipient of confidential content.
e Verify fax numbers prior to transmission.
D. Ensure information Ei_nz:_luding d_e_vice(s) containing inforr'n_a_tijn) is
physically secure at all times when carrying or hand-delivering it to a new [T VIT(=s B To[V11¢=To B T-ToleTy Ty Ty Y}
location.

E. Remove information from secure locations only with prior approval. Required Required Recommended

F. Access information remotely using only secure methods approved by

the CSIMU IT Security Office. Required Required Recommended

G. Accessing or transferring Private Information (Confidential or Sensitive Required Required Not Applicable
information) using on-campus wireless connections is NEVER
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appropriate, unless the wireless network is encrypted and it has been
approved by the CSIMU.

1 i | S ity Numb ia a portable Not
H. Accessing and transporting Social Security Numbers vi p Required Not Applicable
device is NOT appropriate. Applicable
F. Secure Physical Equipment and Resources
Level | Level II Level IlI
A. Actively “lock” your workstation when you are away from your desk; do Strongly Strongly
Required

not just wait for the screen saver feature to self-activate. Recommended Recommended

B. Use “strong” passwords that are not easily guessed. Ensure that
computer monitors are situated in a manner that login screens cannot be

: Required Required Required

observed by passers-by. Any passwords written down should be securely
stored.
C. Place devices that can be used to print information in secure locations. JGREGTIED) Required Recommended
D. Use a variety of methods to help prevent information compromise.

Use a properly configured and currently patched firewall.

Actively monitor systems using Anti-virus software that is

updated daily.

Actively monitor systems using Anti-spyware that is updated

ly. . i
dally Required Required Required

Obtain automatic security updates, and implement them
expediently.

Click “No” if your web browser offers to save passwords.
Alternatively, turn off the password saving feature in the
browser.

Be aware of the risks to privacy of information when using
desktop search features like Google Desktop Search.

E. Physical Er'btéctidr;-fﬁrérrﬁi t}ieft, loss, or dar-ﬁage must be utilized for
mobile devices that can be easily moved such as a PDA, thumb drive, or
laptop.

Select portable device models that provide security options to
protect information stored on the drive.

For example, Personal Data Assistants (PDAs) may be set to
require a password when turned on or are inactive for a few
minutes.

Enable pass-codes and inactivity timers on mobile devices that
support them.

Required Required Recommended
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e Employ whole disk encryption on mobile computers (where the
encryption method and key strength level are approved by IT
Security).

F. When evaluating new software or appliances, request a security review
of the proposed items by the IT Security Office BEFORE purchasing or
installing.

e Therequest to ITSO should be in writing, signed by the purchasing
authority, prior to final selection of vendors or products.

G. When making a change to a service, system, or business process,
consider whether any currently functioning security measures will be
disrupted. All changes or modifications to the standard architecture shall
be documented along with any justifications.

H. Conduct regular system backups. Backups help ensure the availability

of data necessary to fulfill University responsibilities in the case of device

failure, disaster or theft.

Restoration from backup should be regularly verified.

Security logs in addition to primary data should be backed up.
Backup files should be stored at a secure location sufficiently
apart from the primary data source/storage so as not to be
impacted by an event that might render the original data
unusable.

theft of any computer, electronic storage media, portable or personal
device containing or that has been used to process University information.

Also alert the department responsible for the device.
If you suspect any Private Information was on the stolen device,
contact the Information Technology Customer Service Center
(785-864-8080). The Information Technology Customer Service
Center will notify the CSIMU Privacy Officer and/or the CSIMU IT
Security Officer as required by the particular incident.

G. Safeguard Information in Storage

A. Employ physical protection for all devices (electronic and non-
electronic) used to store data.

Information

Technologg

Pol icy

— Strongly Strongly
au Recommended Recommended
Required Required Recommended
— Strongly Strongly
. Recommended Recommended
Required Required Required

Level | Level Il Level 11l

Required Required Recommended
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Limit physical access, including the ability of the public to
inadvertently view the data (i.e., as passersby).

Filing cabinets & drawers, offices, labs, and suite doors containing
data must be locked. Do not leave data on unattended desk tops
or leave file drawers unattended and unlocked.

When not in use, all easily transportable devices should be
secured (e.g., in locked cabinets or drawers).

Users of lap-top and other mobile computing devices need to be
particularly vigilant and take appropriate steps to ensure the
physical security of mobile devices at all times, but particularly
when traveling or working away from the University.

Electronic media used to store Confidential Information must be
secured by password-protected encryption. The encryption
method and key strength level must be approved by IT Security.
Encrypt Confidential Information stored on any portable device
(laptop, PDA, smartphone, etc.) or other portable media device
(CD’s, DVD's, floppy disks, USB/Flash/Thumb drives, etc.) and
utilize available security features on the device. The encryption
method and key strength level must be approved by IT Security.

B. Store Confidential or Sensitive Information in a separate location when
possible.

C. Always encrypt Confidential and Sensitive Information prior to storage.
Encrypting data helps ensure that if an access control is bypassed, the
information is still not readily available. A standard and published
encryption standard should be used. The encryption method and key
strength level must be approved by IT Security.

e Encrypt media stored off-site or have a documented process to
prevent unauthorized access.

D. Securely store information.

e Limit custody/access to as few people as possible to enhance
accountability.
e Document transfers of custody.
E. Store data on systems that support access control (as described in
Section 3 of this policy).

F. Retain Social Security numbers only when required (by a “business-
related” purpose) and ONLY in an encrypted file or truncated to last 4
digits.

The following identification mechanisms should also be handled
and protected with care: 1. CSJMU Student ID numbers, 2. CSIMU
Employee ID numbers, 3. State of CSIMU Employee ID numbers,
and 4. the CSJMU Online ID.

Required

Required

Required

Required

Required

Information

Technologg

Required

Required

Required

Required

Policg

Not Applicable

Recommended

Recommended

Recommended

Not Applicable  Not Applicable
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H. Dispose of Information Securely When No Longer Needed

Level | Level || Level Il
A. When retention require;_éh.tns 'Ha‘\}éﬁl;;ér;wet, records must be
either immediately destroyed or placed in secure locations as
described in this section for controlled destruction.
Required Required Required
e No records that are currently involved in, or have open
investigations or audits, or records for which a litigation
“hold” has been issued, shall be destroyed or otherwise
discarded.
B. Review, purge and shred printed documents regularly (in
accordance with published destruction schedules).
Shred documents prior to disposal/recycling. Required Required Not Applicable

Adequately secure any documents that must be stored
temporarily prior to shredding so they are not accessible to
anyone without authorization.

Virtual Private Network (VPN) Remote Access Procedure:

« Requests for VPN Remote Access Service by users must be submitted through their
departmental IT Technical Liaison or designated system administrator. VPN access is limited
to faculty and staff.

+ Each department determines which individuals will be granted authorization for VPN
Remote Access Service within their department.

« VPN Remote Access Service is only authorized after confirmation by the IT Liaison or
designated system administrator.

+ Information Technology provides support for the VPN network device, the VPN client, a
method for Systems Administrators to grant their users access to the VPN service through
the DCDR registration process, documentation for installing the VPN client, and 24x7
system support.

» The departmental IT Technical Liaisons or designated system administrators are responsible
for assisting users with the installation of the VPN client and resolving any issues related to
individual user client set-up and operation.
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